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Artificial Intelligence

Artificial intelligence is probably the hot topic in technology circles right now, with questions
being raised worldwide about how Al might conceivably affect the very future of the human
race. In the short term, however — definitely as far as its impact on young people is
concerned — the clearest risk is almost certainly the Al-powered ‘virtual friends’ which are
springing up all over the internet.

There’s Replika and Kuki, for instance, while Snapchat has also got in on the act with My Al -
and search engines like Bing and Google have developed their own versions.

Are these machine intelligences suitable online companions for young people? Overleaf is
an overview and support for managing Al in a changing world of technology.

The important message we must teach our children is that not

everything is real and that Al can generate images, text, videos

and even speech that is fake. We must teach our children to be

cautious about whether they think something online is real and
to let them know who they can ask for help with this.
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Remember to be safe!



https://nationalcollege.com/news/artificial-intelligence-in-education

Further advice.

At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.

For further guides, hints and tips, please visit nationalcollege.com.
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What{Parents/& Educators Need to Know'about

Al VI RTUAL%FRIENDS

WHAT ARE
THE RISKS?

Al chatbots may not always recognise
when content is age inappropriate or
harmful and should be filtered out. As a
result, there’s a possibility that children
could be exposed to offensive language
or explicit material while conversing with
their virtual friend. The companies
producing such Al solutions are also
unlikely to take responsibility for any
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REDUCED SOCIAL
CONTACT

content that their algorithms generate.
An excessive reliance on chatbots for
social interaction could potentially

cause a child to begin reducing the
amount of face-to-face communication
they have, leading to social isolation. If
young people become dependent on
chatbots to provide companionship, it

could possibly hinder the development of
their real-life social skills.
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Chutbot software isn’t always
ghlstlcuted enough to pick up on
tle emotional cues or recognise signs
children, as most humans
would. It might therefore fail to respond
appropriately. Al misinterpreting what it's
being told or replying insensitively to a
our:jg user who's already struggling
could potentially impact a child’s

emotional wellbeing or exacerbate any
existing emotional issues.

ol distress il

CHAT ABOUT CHATBOTS

Ifa ehlld is already expressing an!nterest in Al
apps, then a relaxed, natural chat should help

ou to dlscover which ones they're aware of and how

re using them (or are plmn ing to). Discuss these

opt ons with children and s do your own
research to ensure that y hln they're suitable. Once
you're totally happy, you sit and explore the
range of Al chatbots toge

TAKE CONTROL

UNINTENTIONAL
BIAS

Al companions are only as reliable as the
information thenve been programmed
with. The algorithms they use, therefore,
may unintentionally promote bias,
stereotypes or discriminator behaviour.
As many chatbots originate from the USA
or UK, for instance, they can display a
dlstlnctly western-centric worldview. This
could lead to children developing skewed

attitudes and behaviours if they interact
with the Al consistently.

Although many are now undeniabl
advanced, Al-powered chatbots still have
limitations in terms of understanding
complex concepts, context and nuance.
Depending heavily on chatbots to help
with learning or solving problems may
stunt the development of a child's own
powers of critical thinking, their creativity
and their ability to engage in open-ended
discussions with other people.
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Chatbots typically collect data about
users, |nc|ud|ng personul inform n
and conversations. This is ostensibly to
mprove their performance as they
gradually learn about our behaviour -
many experts warn that there may be
significant risks associated with how this
‘ormation is stored and used (for
stance, the possibility of potential
breaches or misuse by third parties).

COGNITIVE

CREATE A SAFE ENVIRONMENT 437, FIND A BALANCE

If a child is keen to engage with Al chatbots,
encourage them to do so in a safe environment:
ideally in a shared space, so you can easily keep
an eye and ear on their progress. Set up
appropriate content filterlng measures in advance
-and gently remind them that you'll be close by
and ready to help with any questions or concerns
that may arise. i

- RECOGNISE THE RISKS

Work alongside children to establlsh the right balance
in terms of how they migh Al-powered chatbots
- and when it's appropri uto. Irs important to make
sure that children still get plenty of opportunities to
learn to solve problems for themsalves, as well as
building their interpersonal skills thi ronlég

face-to-face conversations with friends, family
members and teachers.

that most children will have even considered the

to having a virtual companion. So it's
probably wise to explain some of the possible hazards and challenges
of Al chatbots to them. Emphasise that Al isn't a real person (however
much it might sound like one) and may occasionally tell them
something inaccurate or skewed by bias.

It’s unlike

Y me, when it comes to Al chatbots we’d
potential risks attach:

trongly recommendt qﬁt consider emﬁloyln parental controls
?eilher on the device being used or within the software itself) to
manage which apps children can download and interact with. This is
particularly impor gu nt for nger children, who may be more at
ri of‘belng upset or frig by inappropriate contel
'

As with any form of up
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Meet Qur Expert

A Certified Information Systems Security Professional (CISSP), Gary Henderson

is the Director of IT at a large boarding school in the UK, having previously

taught in schools and colleges in Britain and the Middle East. With a particular

interest in digital citizenship and cyber security, he believes essential that |
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we become more aware of the risks around technology, as well as the benefits.
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Don't forget our School website has information and links to all the websites mentioned and lots morel!

www.curnow.cornwall.sch.uk and click on the ‘parents’ section




